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8o ¢Eres Well Architected? E

Introduccion a AWS Well Architected

Memo Del Rio — Associate Solutions Architect & S ;




Agenda de hoy

. ¢ Qué es el AWS Well Architected Framework?

. Descripcidn general del Well Architected Framework
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Seccion 1:

. Quée es el AWS Well Architected Framework?
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Cuando nos fijamos en las

cargas de trabajo que nuestro equipo
esta construyendo,

puedes responder a la pregunta:

“,Esta bien arquitectado?”
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Una breve historia de Well Architected Framework

Op’mlones de Fram.ework Socios de APN Lanzgmlentos Sostentabilidad
SA’'s de AWS publicado 2017 regionales 2021
2013 2015 2019
Se propone el Preguntas Excelencia Autoservicio Y
. : Actualizacion de
Well a través de cuatro operativa 2018
) ) Framework
Architected pilares 2016 2020
2012 2014
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¢ Que es el AWS Well Architected Framework?
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Pilares

&

Principios de disefio

Preguntas
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Seccion 2:

Descripcion general del Marco Bien Arquitectado
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Pilares de AWS bien disenados
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Principios de disefo

M | Principios de [\ n| Principios de
disefno generales diseno especificos
e— —IN

Automatice las respuestas a eventos de seguridad: Supervisary
activar automaticamente las respuestas a alertas impulsadas por
eventos o por condiciones
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Principios generales de disefno

* Deja de adivinar tus necesidades de capacidad

» Sistemas de prueba a escala de produccion

» Automatice para facilitar la experimentacion arquitectonica

» Permitir arquitecturas evolutivas

» Conducir arquitecturas usando datos

* Mejorar a través de mejoras continuas
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Performing the review with
NnOps automation
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Overview Benefits
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WAPP Execution Strategy
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Well-Architected Well-Architected Well-Architected AWS Credits
Review Remediation Certified
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Tops Findings

No environment segregation by accounts and workloads Monolithic architectures

Unutilized roles, policies and different resource , that are not deleted Productive DBs without Multi-AZ

Users are not using MFA Web servers with security issues, WAF implementation
Savings plans and cost models are not considered Resources without encryption

Resources exposed to the internet (public subnets) Connections to private sites via the internet (No VPN)

TOP 5 Quick Wins

IAM best practices in (Password policy, do not use root, apply MFA, remove
unused Roles)

Use Session Manager instead of bastion host

Configure redundancy in DB (MultiAZ or Read Replicas)

Encrypt resources that have sensitive information

Disaster recovery plan.




Well-Architected Review Demo
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Sign in to nOps

Emall *

Don't have an account?

Create Account

"We asked for help in meeting the
1SO security standard and were
delighted that nOps delivered
dramatic cost savings as well."

MARG GOODELL, EVP,
ENVIRONMENTS & INFRASTRUCTURE
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Create new Workload

Select Client *

Select client for who you v

Workload name *
rkload name once you create the workioad

You can't change the w
Review types
types
Compliance frameworks
Select
Select Environment

PRODUCTION

Specify Workload Resource ¥




More Information

Cristian Inostroza — cinostroza@arkho.io
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nOps Headquarters

1001 Park Lane, Suite B,
Suisun City, CA 94585

866-673-9330 ‘||| nOps

sales@nops.io
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